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Abstract. Neural networks have been shown to be weak against adver-
sarial attacks. This study examines the effects of adversarial attacks on
online handwritten characters and proposes a method to defend against
such attacks. In order to make temporal neural networks more robust to
adversarial attacks, we propose using Test Time Augmentation (TTA).
TTA combines the predictions of transformed inputs with a trained clas-
sifier. We adapt TTA and propose its usage to make temporal neural
networks more robust to adversarial attacks. The proposed method is
evaluated using online handwritten characters and against four state-of-
the-art adversarial attacks. We demonstrate that the nontraditional use
of TTA can be used to protect against these attacks for almost no cost.
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1 Introduction

Online handwriting recognition is the process of converting handwritten input,
typically captured using a stylus or touchscreen device, into digital text. In this
way, online handwriting consists of a time series made of coordinates, strokes, or
other features. This is in contrast to offline handwriting recognition which uses
static images of handwritten text. Online handwriting recognition is important
due to its applications in various domains, such as handwriting input on touch-
screens, biometric authentication and signature verification systems, and smart
whiteboards.

Notably, online handwriting recognition and temporal neural networks have
a close history. Deep neural networks have had widespread successes in pattern
recognition [35] and time series classification [41], including online handwriting
recognition. For example, early uses of novel neural networks have been used
for online handwriting in a variety of languages, such as English [10, 17], Chi-
nese [38], Japanese [32], Arabic [30], Devanagari [21], Mongolian [42], etc. Also,
online handwriting was one of the early uses of Connectionist Temporal Classi-
fication (CTC) [10]. Today, most state-of-the-art online handwriting recognition
systems incorporate neural networks [8].
⋆ This work was partially supported by MEXT-Japan (Grant No. 23K16949).
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While neural networks have had a lot of successes, they have been shown to
be weak against adversarial examples [39]. Adversarial examples are attacks on
neural networks that aim to cause the neural network to incorrectly recognize
examples. One of the most common types of attacks is to add adversarial noise
or perturbations to examples. As shown in Fig. 1, the noise should be hardly
perceivable to humans, but would have a large impact on the ability of the neural
network. While most attacks have been designed for image recognition, temporal
neural networks have also shown to be weak against adversarial attacks [7].

Fig. 1. The workflow of an adversarial attack and defense against it for online hand-
writing.

To defend against adversarial attacks, defense algorithms have been proposed.
These defense algorithms aim to automatically defend against adversarial attacks
on neural networks, irrespective of knowing if an attack is taking place or which
attack. For example, one method of defending against attacks is the use of en-
semble networks [37, 11]. However, ensembles typically require multiple trained
models, which can cause limitations for resource-limited systems and cannot
be applied to all networks. Therefore, there have been other methods used to
add robustness to neural networks, such as Random Self-Ensembles (RSE) [27],
feature squeezing [43], denoising [26], etc. Furthermore, most defense methods
were designed for image recognition and little research exists for temporal neural
networks [7].

In order to address adversarial attacks on online handwriting, in this paper,
we propose a new method to increase the robustness of temporal neural net-
works. Namely, we propose a novel use of Test Time Augmentation (TTA) [36]
as a defense against attacks on online handwriting. In general, TTA is a data
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augmentation technique applied during the testing phase, where multiple aug-
mented versions of a given input are generated to increase the robustness of
classifying unseen or unusual data. In most TTA applications, during training
time, the model is trained like normal. Only during test time is the input modi-
fied and used to create variations in the predictions. These predictions are then
ensembled in the hope of mitigating overfitting by leveraging the variations to
generalize the results.

However, instead of using TTA for data augmentation, we propose to use
TTA as a method to defend against adversarial attacks. Using the trained net-
work, we classify the online handwritten characters under four transformations,
jittering, window slicing,time warping, and window warping. The results from the
four transformations plus the original characters are then combined. By combin-
ing the transformations, the proposed method is able to disrupt the adversarial
noise without sacrificing the accuracy of the model.

The contributions of this paper are as follows:

1. As far as we know, we are the first to demonstrate the effectiveness of ad-
versarial attacks on online handwritten characters.

2. We propose using a novel use of TTA, as a defense against adversarial at-
tacks.

3. The proposed method is evaluated against three defenses under four ad-
versarial attack methods. The defenses used are Random Self-Ensemble
(RSE) [27], random noise, and a median filter. The attacks used are a Carlini
and Wagner attack (CW) [5], Fast Gradient Sign Method (FGSM) [9], Basic
Iterative Method (BIM) [22], and Projected Gradient Descent (PGD) [29].

2 Related Work

2.1 Adversarial Attacks

Most research in adversarial attacks has been done for image recognition. In a
seminal work, Szegedy et al. [39] showed that popular image benchmarks could
be attacked using adversarial examples. They created adversarial examples by
formulating the search for adversarial examples by minimizing the amount of
perturbation required to give images the incorrect label. Similarly, DeepFool [31]
perturbs images towards the hyperplane of the closest class. Other methods can
use gradient information, such as the Fast Gradient Sign Method (FGSM) [9],
Basic Iterative Method (BIM) [22], Carlini and Wagner attacks (CW) [5], and
Projected Gradient Descent (PGD) [29]. Furthermore, there are many other
methods of attacking image-based neural networks [25].

In comparison, there are fewer studies on adversarial attacks and time se-
ries recognition. Carlini et al. [4] revealed that it is possible to encode hidden
commands in speech recognition systems. Fawaz et al. [7] evaluate FGSM and
BIM on time series classification datasets. There also has been work in creating
adversarial examples in time series classification without neural networks [33].
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2.2 Defense Against Attacks

A defense algorithm is designed to improve the robustness of a neural network
against an attacker. There are many ways to defend against adversarial attacks
and each has varying levels of success [25]. For example, it is possible to improve
robustness by training with adversarial examples [9]. However, these methods
require knowledge about the attacker. Another way is to limit the effects of the
adversarial perturbation such as using defensive distillation [14], feature squeez-
ing [43], or denoising [26]. It is also possible to use ensemble and modular net-
works to avoid attacks trained against specific gradients [37, 11, 27, 44].

As for TTA and defense against adversarial attacks, there are a few works that
use similar methods for image-based attacks. For example, Cohen and Giryes [6]
propose Augmented Random Forest (ARF), which includes the use of TTA with
a neural network feature extractor to make more robust Random Forest clas-
sifiers. Perez et al. [34] use a combination of horizontal flipping and different
image cropping to build ensemble classifiers to increase robustness.

2.3 Adversarial Attacks and Online Handwriting

Adversarial attacks and handwriting is not a new field. However, attacks on
handwriting are typically performed on image-based offline handwriting. For
example, Jiang et al. [19] show that training with Chinese character images al-
ready attacked with PGD helps build models more robust to attacks. Bayram
and Barner [1] propose the Efficient Combinatorial Black-box Adversarial Attack
(ECoBA) for binary image classifiers, specifically for optical character recogni-
tion (OCR) systems. Attacks have also recently been performed on offline sig-
nature verification [13, 24, 18, 2].

Unlike offline handwriting, there are very few studies on attacks on on-
line handwriting. Lopresti and Raim [28] tested the effectiveness of generative
attacks on online handwriting biometric authentication. Specifically, they at-
tacked hash-based online handwriting using a concatenation of letters to gener-
ate passphrases.

Compared to these methods, as far as we know, we are the first to use ad-
versarial attacks on online handwritten character classification. We also are the
first to construct a defense for online handwritten characters.

3 Adversarial Attacks

3.1 Threat Model

In this paper, we focus on white-box attacks. Namely, given neural network model
f(x), where x is the input, a white-box attack has full information about f(·), x,
the parameters of f(·), the gradients of f(x), etc. The goal of the attack is to find
some adversarial sample xadv that is similar to x yet misclassified. Furthermore,
the similarity must be within budget ϵ.
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3.2 Gradient-based Adversarial Attacks

Gradient-based adversarial attacks are white-box attacks that generate adver-
sarial samples based on the gradient change of the neural network. For the at-
tacks in the experiments, we use the four most popular gradient-based attacks,
FGSM [9], BIM [22], PGD [29], and CW [5].

Fig. 2. Example comparison of the original characters and the attacked characters.

Figure 2 shows an example of online handwritten characters before the at-
tacks and compares them to after each type of attack. The data after the FGSM,
BIM, and PGD attacks are all perturbed in such a way that adversarial noise is
added to each element of the input. On the other hand, the CW attack attempts
to perturb the data so it is as close to the original data as possible. Nonetheless,
in each case, the differences between the attacked data and the original is hardly
noticeable to a human, but gives false predictions by a classifier.

Fast Gradient Sign Method (FGSM) Proposed by Goodfellow et al. [9],
FGSM uses the gradient direction to create the adversarial noise. Namely, the
adversarial sample xfgsm is:

xfgsm = x+ ϵ · sign(∇xL(x, y)), (1)

where L(x, y) is the loss between the prediction of x and the prediction y,
∇xL(x, y) is the gradient of the loss, and sign(·) returns the positive or neg-
ative sign. The adversarial perturbation added to the original input x is defined
as the constant ϵ in the direction of the gradient.
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Basic Iterative Method (BIM) BIM [22] is an extension of FGSM that uses
an iterative approach. Instead of perturbing at the constant ϵ in the one-step
approach of FGSM, BIM adds adversarial perturbations α repeatedly, or:

x0 = x (2)
xi = (xi−1 + α · sign(∇xi−1

L(xi−1, y))) (3)
xbim = xI , (4)

where I is the number of iterations.

Projected Gradient Descent (PGD) In principle, PGD [29] is similar to
BIM, with multi-step perturbations. PGD generally applies clipping so that the
attack area is within the original image area, making it possible to create exam-
ples that are more difficult to distinguish, or:

xi = clipx,ϵ(xi−1 + α · sign(∇xi−1
L(xi−1, y))), (5)

where clipx,ϵ(·) is a function ensures that the perturbations stay within ϵ.

Calini and Wagner Attack (CW) The CW attack proposed by Calini and
Wagner [5] solves the optimization problem in the following equation with respect
to perturbations to obtain stronger perturbations than FGSM and BIM, or:

argminx |x− x0|2 + c · f(x), (6)

where c is a positive constant and f(x) is the objective function of the attack.
The objective function is expressed in the form:

f(x) = max (log (1 + exp (zi(x)))− ti,−κ) , (7)

where zi(x) is the score that the input x is output by the classifier i, ti is the
score for the classifier i’s correct answer class, and κ is the limit value.

4 Test Time Augmentation as a Defense

4.1 Test Time Augmentation (TTA)

TTA is a technique used to enhance the performance of machine learning mod-
els [36]. The idea of TTA is to reduce overfitting aggregating predictions under
different transformations during test time. In this way, during testing, multiple
transformations are applied to a single test sample, and the average of their
prediction is used. By considering multiple perspectives of the input data, TTA
can provide more reliable predictions, especially in cases where there is a large
variation in the samples.

There are many advantages of using TTA. Some of the reasons include:
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– Ease of use. It only requires implementing augmentation methods and no
change of the underlying model.

– Cost-effectiveness. TTA provides a cost-effective way to improve model
performance without the need for retraining or modifying the model archi-
tecture. Instead, it leverages existing trained models and applies data aug-
mentation techniques at the test time, making it computationally efficient
and easy to integrate into existing workflows.

– Flexibility. TTA can be used with any model. Because the transformations
are performed on the input, the ensemble can work with any classifier.

– Mitigation of overfitting. By introducing different augmented versions of
the test data, the classifier has a reduced risk of using memorized patterns
present in the training data.

– Increased performance. TTA can be seen as a form of ensemble learn-
ing, where predictions from multiple augmented versions of the test data are
combined to obtain a final prediction. Ensemble methods often lead to im-
proved performance compared to individual models, as they leverage diverse
perspectives and sources of information.

4.2 Proposed Use of TTA

In order to add robustness to trained models and protect against adversarial
attacks, TTA is used during inference time, as shown in Fig. 3. Under the threat
model, we aim to protect against adversarial attacks, yet maintain a high accu-
racy on non-attacked data. The idea is that it should not be possible to know if
the network is being attacked or not. In general, white-box attacks have knowl-
edge of the trained network and use specific and intentional adversarial noise to
exploit the gradients of the network. Accordingly, by applying transformations
on the inputs, the goal of the proposed method is to disrupt the adversarial
noise.

Transformations As shown in Fig. 3, in the proposed method, four transforma-
tions are performed in order to generate diverse predictions via TTA. The follow-
ing transformation methods are used on input sequence x = x1, . . . , xt, . . . , xT

with T number of time steps and where xt is a two-dimensional element of the
handwritten character representing a spatial coordinate.

– Jittering [3]. Random noise is added to each element from a Gaussian dis-
tribution, or:

xjittering = x1 + ϵ1, . . . , xt + ϵt, . . . , xT + ϵT , (8)

where ϵ ∼ N (µ, σ2). We add Gaussian noise with a mean µ = 0 and standard
deviation σ = 0.03 to the original time series.

– Window Slicing [23]. In window slicing, a window of 90% of the original
time series is randomly chosen, or:

xwindow slicing = xi, . . . , xt, . . . , x.9T+i, (9)
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Fig. 3. The proposed use of TTA for defense against adversarial attacks

where .9T is 90% of the time series and i is a random start point given
1 ≤ i ≤ .1T . Our implementation interpolates this back to the original size
to fit the classifier.

– Time Warping [40]. Time warping distorts the time axis based on a ran-
domly smooth warping curve generated by a cubic spline with four knots of
random size (µ = 1, σ = 0.2), or:

xtimewarping = xϕ(1), . . . , xϕ(t), . . . , xϕ(T ), (10)

where ϕ(·) is the random warping function applied to the time steps based
on the smooth curve with perturbations in time. Notably, this method does
not modify the spatial coordinates of the handwriting, only the time steps
at which the coordinates occur.

– Window Warping [23]. Window Warping is a variation of time warping
that uses a random window with a random 2× or 0.5× multiplier to warp
the time steps. The window size is 10% of the original time series length.
Similar to Window Slicing, the length is resampled to work with the fixed-
sized neural network.

Ensembling It should be noted that there are different ways to ensemble the
predictions from each augmentation. For example, it is possible to use voting,
averaging, and summing. For our proposed method, we use the sum of the pre-
dictions from each of the augmentations, or:

ŷ = argmax
c∈C

N∑
n

P (c|xn), (11)
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where ŷ is the prediction, c is a class in C, xn is an input online handwritten
character under augmentation method n of N number of total methods, and
P (c|xn) is the probability of the class, i.e. the post-softmax prediction.

5 Experimental Results

5.1 Datasets

To evaluate the proposed method, experiments were conducted on three on-
line handwriting datasets from the International Unipen Foundation [12]. The
datasets consist of numerical digits (Unipen 1A), uppercase alphabet (Unipen
1B), and lowercase alphabet (Unipen 1C). For pre-processing, the characters
were normalized to be 50 time steps. We split the datasets into a training set of
about 11,000 patterns, a test of 1,300 patterns for the digits, and 1,250 patterns
for the alphabets. However, the purpose of splitting the data is not to obtain
state-of-the-art results, but to set a good model to attack and defend against.

5.2 Architecture and Training Settings

For the experiments, we use a temporal CNN as the backbone for the defense
methods. The temporal CNN has four 1D convolutions, each with Batch Nor-
malization [15], a rectified linear unit (ReLU) activation, and is followed by max
pooling. In the first block, 64 filters are used, and the subsequent blocks have 128
filters. After the convolutional layers, two fully connected layers are used. The
first fully connected layer has 512 nodes with ReLU activation and the second
is the output layer with the number of nodes equal to the number of classes and
softmax activation. Between the two fully connected layers, dropout with 0.5
probability is used.

To train all of the networks, Adam optimizer [20] is used with an initial
learning rate of 0.001. The network is trained for 10,000 iterations with a batch
size of 256. A single CNN is trained and five test sets, an unmodified test set,
one with FGSM, one with BIM, one with PGD, and one with CW are used. The
trained CNN is used with the defense methods only during test time.

5.3 Adversarial Attack Settings

For the experiments, the network is trained with the training set, and the test set
is attacked with adversarial noise. All of the experiments use the same trained
model with different attacks on the test set. The FGSM, BIM, PGD, and CW
attacks were used as adversarial attack methods. For FGSM and BIM, maximum
distortion ϵ = 0.2 is used and for BIM and PGD, step size α = 0.05 for I = 10
iterations is used.
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5.4 Evaluated Defenses

We compare the proposed usage of TTA against other defenses to evaluate the
robustness of the defense. The following models were used in the evaluation:

– No Defense. This is the baseline to show how effective the adversarial
attack is on the trained model.

– Random Noise. In an attempt to cancel or obfuscate the adversarial noise,
random Gaussian noise can be added to the input [37]. For the noise, a
standard deviation of σ = 0.15 is used.

– Median Filter. Another way to quell adversarial noise is the use of a median
filter. The median filter smooths the trajectories of the characters. In the
experiment, the filter size was set to 3 due to the adversarial attacks using
element-wise noise.

– Random Self-Ensemble (RSE) [27]. RSE is an image-based defense against
adversarial attacks. RSE adds a noise layer to every convolutional layer in
a CNN. The noise layer allows for different predictions similar to TTA. We
adapted the RSE to be used for time series, namely online handwritten char-
acters. For a fair comparison, we use a self-ensemble with five networks. For
the experiments, a standard deviation of σ = 0.15 was used.

– Test Time Augmentation (Proposed). The input is transformed using
the aforementioned transformations, jittering, window slicing, time warping,
and window warping, and test time predicted using the same network. The
predictions are combined as proposed. The parameters used in the experi-
ments are standard parameters for data augmentation, suggested by Iwana
and Uchida [16].

5.5 Results

Accuracy in the no-attack case is shown in Table 1. In the ideal case, the de-
fense method should not degrade the accuracy of the unmodified test set. The
experimental results show that the accuracy remains comparable to that of the
CNN under normal conditions for all datasets. This is a good result because, in
the problem set, it is unknown whether an attack is taking place or not. Thus,
it is important to maintain the accuracy on normal data. It should be noted,
that RSE, the defense designed to protect against adversarial attacks, has the
lowest accuracy of all the defenses. This means sacrificing the accuracy on clean
handwriting for the robustness on attacked handwriting.

Next, the FGSM, BIM, PGD, and CW attacks were performed, and the
results are shown in Table 2. For this table, a robust method would close the
gap between the accuracy of the No Defense case under attack and the accuracy
in Table 1. For all attacks, all datasets show an improvement in accuracy with
the proposed method over the No Defense.

The CW attack is the most difficult attack in this study because it is the most
misrecognized method despite having the smallest amount of noise. However, the
proposed method shows significant improvement over other comparative metrics
against the CW attack.



Title Suppressed Due to Excessive Length 11

Table 1. Accuracy (%) Without Attacks

Defense Unipen 1A Unipen 1B Unipen 1C
No Defense 99.4 98.4 97.5
RSE 97.3 93.4 94.5
Random Noise 99.2 98.3 97.5
Median Filter 99.3 98.3 97.6
Proposed 99.5 98.5 97.4

5.6 Ablation

The proposed method utilizes four augmentations. We investigated their con-
tributions in terms of accuracy and robustness against CW attacks. Table 3
shows how the proposed method performs when removing one of the augmen-
tation methods. It shows that the removal of any of the augmentation methods
does not have a significant effect on the accuracy when there is no attack. Fur-
thermore, it demonstrates that all four augmentation methods are important
for defending against the CW attack. Additionally, the three augmentations ex-
cluding jittering show high contributions to the defense. Window warping in
particular protects against CW the most.

5.7 Analysis

Here, we examine the classifications while under a CW attack. A confusion ma-
trix during the attack is depicted in Fig. 4. As evident from this figure, almost
all samples are mispredicted due to the attack the attack, with the diagonal
being near zero. One interesting thing about the figure is that it reveals which
handwritten characters are easily confused. For example, the handwritten "0"s
and "5"s get changed to an "8" and "3"s and "8"s get changed to "5"s. This
is interesting because intuitively the time series representation of these numbers
are similar.

Next, confusion matrices for the defense methods RSE and TTA are shown
in Fig. 5. While RSE does help recover the accuracy, this figure demonstrates
the instances where the proposed method performed better. The proposed TTA
performed much better in instances such as "3" and "8" being misclassified as
"5."

6 Conclusion

In this paper, we propose a defense mechanism against adversarial attacks on
online handwritten characters using unconventional use of TTA. We employ
TTA not as a means of data augmentation, but as a defense mechanism against
adversarial attacks. Based on the experimental results, it is confirmed that the
robustness of temporal neural networks against adversarial attacks on online



12 Yamashita and Iwana

Table 2. Accuracy (%) Under Adversarial Attacks

Under a FGSM Attack
Defense Unipen 1A Unipen 1B Unipen 1C
No Defense 69.5 75.5 65.2
RSE 69.0 72.7 66.1
Random Noise 69.8 75.3 64.9
Median Filter 71.0 76.2 66.6
Proposed 72.9 77.2 70.5

Under a BIM Attack
Defense Unipen 1A Unipen 1B Unipen 1C
No Defense 44.5 53.7 39.4
RSE 56.9 58.7 52.8
Random Noise 44.9 54.7 40.6
Median Filter 48.3 58.0 44.0
Proposed 53.8 63.4 52.6

Under a PGD Attack
Defense Unipen 1A Unipen 1B Unipen 1C
No Defense 43.7 54.7 40.4
RSE 55.6 60.1 52.4
Random Noise 44.6 54.6 41.5
Median Filter 47.8 58.9 44.5
Proposed 53.9 65.7 54.3

Under a CW Attack
Defense Unipen 1A Unipen 1B Unipen 1C
No Defense 0.38 0.97 1.62
RSE 65.8 56.8 67.6
Random Noise 51.0 44.4 49.6
Median Filter 68.0 70.4 68.9
Proposed 85.6 81.8 86.2

Table 3. Ablation of the Proposed Method Under a CW Attack

Without Attack
Defense Unipen 1A Unipen 1B Unipen 1C
Proposed 99.5 98.5 97.4
without jittering 99.4 98.1 97.3
without window slicing 99.5 98.4 97.4
without time warping 99.5 98.2 97.6
without window warping 99.5 98.1 97.6

Under a CW Attack
Defense Unipen 1A Unipen 1B Unipen 1C
Proposed 85.6 81.8 86.2
without jittering 84.6 81.3 84.6
without window slicing 80.0 75.7 80.7
without time warping 78.6 74.5 81.2
without window warping 76.4 71.0 78.4



Title Suppressed Due to Excessive Length 13

Fig. 4. Confusion matrices of the regular model with no defense during a CW attack.

Fig. 5. Confusion matrices of RSE and the proposed method during CW attacks.

handwritten characters can be enhanced by TTA. In particular, significant per-
formance improvements were demonstrated, especially against the most chal-
lenging CW attacks.
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