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Abstract. Time series neural networks have been shown to be weak
against adversarial attacks. This study aims to enhance the robustness
of time series neural networks in order to defend against such attacks. To
do so, we introduce a new defense method called a Random Warping Self-
Ensemble (RWSE). The RWSE has two main components. First, a novel
random time warping layer to add randomness to trained models in or-
der to disrupt the adversarial attack. Second, the use of self-ensembling
increases robustness and maintains the accuracy of the network. The
proposed RWSE does not require any special or extra training, can be
used with most time series neural networks, including already trained
ones, and does not require any extra trainable parameters. We demon-
strate that the RWSE is effective in helping reduce the effects of four
gradient-based adversarial attacks on five time series datasets.

Keywords: Adversarial Attacks - Robust Neural Networks - Time Warp-
ing.

1 Introduction

Deep neural networks have had many successes in pattern recognition and clas-
sification [29], including time series recognition and classification [35,2], fore-
casting [33], and signal processing [20]. However, recent research has shown that
neural networks are weak against adversarial examples [32], including time se-
ries [12|. Adversarial examples are patterns that would normally be correctly
classified by a trained recognition system but are subjected to adversarial attacks
which intentionally cause misclassifications. These adversarial attack algorithms
create such adversarial examples by adding adversarial noise or perturbations
that are typically hardly perceivable to humans. Since the presence of an attack
is difficult to detect, there are security concerns for the use of neural networks
in security-sensitive systems [23].

In response to adversarial attacks on time series neural networks, various
defense mechanisms have been proposed. These algorithms aim to automatically

* This work was partially supported by MEXT-Japan (Grant No. 23K16949).
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protect neural networks from such attacks, regardless of whether there is knowl-
edge of an attack or not. One prevalent approach involves employing ensemble
networks as a defense strategy [31, 15]. However, utilizing ensemble networks of-
ten demands multiple trained models, which might pose constraints on resource-
limited systems and may not be universally applicable across all network archi-
tectures. Therefore, methods such as Random Self-Ensemble (RSE) [25] have
been proposed to create ensembles but using only one network. To do this, RSE
uses noise layers so that the output of the network changes and can be ensembled.

However, most defense methods, including RSE, are proposed for image-
based neural networks. Little research exists on adversarial attack and defense
algorithms for time series neural networks [12]. Time series and sequence recog-
nition are important due to their wide range of applications, such as signals,
biometrics, speech, etc. Accordingly, it is important to ensure the robustness of
time series recognition models.

In this paper, we propose a new defense algorithm, specifically suitable for
time series called Random Warp Self-Ensemble (RWSE). Given adversarial ex-
amples created from adversarial perturbation, the proposed RWSE can add ro-
bustness to trained models. Specifically, we introduce a new time warping-based
layer that adds randomness to the features by warping the time steps of the
internal representation of each input. Not only does this remove some of the
effects of the specifically designed adversarial noise due to the randomness, but
it also allows for the network to be used with self-ensembling. We show that the
proposed RWSE makes temporal neural networks more robust to adversarial
noise without sacrificing accuracy on non-attacked data.

Furthermore, the proposed method is only applied in the test step. It does
not require specific training and can be used for any trained neural network
with a fully connected layer. It also does not increase the number of trainable
parameters. Thus, the proposed method can be widely applicable to time series
neural networks.

The contributions of this paper are as follows.

— We propose a new warping layer that randomly warps the time steps of the
internal representation within a time series neural network. The warping
layer is only used during the test time and can be widely used with many
neural networks, including already trained networks.

— We use the proposed random warping layer to add randomness for a self-
ensemble network. The randomness allows for different outputs to be pre-
dicted given the same network with the same weights.

— We demonstrate that the proposed RWSE outperforms similar defense algo-
rithms on four time series datasets. The RWSE is able to protect a temporal
Convolutional Neural Network (CNN) from well-known adversarial attacks.

— The code for the proposed method can be found at
https://github.com /uchidalab /random-warping-self-ensemble.
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2 Related Work

2.1 Adversarial Attacks

Most of the research on adversarial attacks has focused on image recognition.
Szegedy et al. [32] demonstrated the vulnerability of well-known image bench-
marks to adversarial attacks. They generated adversarial examples by minimiz-
ing the perturbation needed to misclassify images. Similarly, DeepFool [27] per-
turbs the image toward the nearest class of hyperplanes. Other methods include
using gradient information, such as the Fast Gradient Sign Method (FGSM) [14],
Basic Iterative Method (BIM) [22], and Projected Gradient Descent (PGD) [26].
There are also ensemble attacks such as AutoAttack [9] that use multiple attack
methods.

However, there is much less research on adversarial attacks in the field of
time series recognition. Carlini et al. [4] showed that it is possible to encode
hidden commands in speech recognition systems. Fawaz et al. [12] assess the
performance of FGSM and BIM techniques using the time series classification
datasets. There has also been work to create adversarial examples in time series
classification without neural networks [28].

2.2 Defense Against Attacks

Defense algorithms are designed to enhance the robustness of neural networks
against attackers. There are various methods for defending against adversarial
attacks, each with differing levels of success [23|. For instance, training with
adversarial examples can improve robustness [14]. Another approach is to limit
the impact of adversarial perturbations by using defensive techniques such as
defense distillation [16], feature squeezing [36], and denoising [24]. Additionally,
employing ensembles and modular networks can be effective in avoiding attacks
trained for specific gradients [31, 15, 25, 37].

3 Adversarial Attacks

3.1 Threat Model

This paper focuses on white-box attacks, or attacks with full knowledge of the
trained model. Specifically, given a neural network model f(x) with input x, a
white-box attack has access to all information about f(x), including its param-
eters, gradients, etc.

The objective of the attack is to find an adversarial sample X4, that is similar
to x but is misclassified by f(x). Furthermore, the similarity between x,4, and
x must be within a budget €, in order to be undetectable by an untrained eye.
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Fig. 1. A diagram of the proposed method. In this example, the input is fed to the
network three times, and each time the random warping layer warps the time steps
differently. The output of each prediction added to form the self-ensemble. The red
arrows in the random warping layer represent the knots.

3.2 Gradient-based Adversarial Attacks

A gradient-based attack is a type of adversarial attack on neural networks where
the attacker manipulates the model’s input data by adding a small amount of
carefully crafted adversarial noise. The noise is created by utilizing information
about the gradient of the model’s loss function.

In our experiments, we use the five most popular gradient-based attacks:
FGSM [14], BIM [22], PGD [26], CW [5], and AutoAttack [9]. FGSM perturbs
the input data in the direction of the sign of the gradient of the loss function
with respect to the input. BIM takes this idea and uses FGSM in an iterative
manner. PGD is similar to BIM, but it aims to minimize perceptibility and CW
formulates the adversarial noise as an optimization problem between moving
the classification and ensuring the perturbed noise is within a constraint. The
CW attack is generally respected as one of the most difficult attacks for neural
networks [25].

Finally, the last adversarial attack used is AutoAttack. AutoAttack uses an
ensemble of four attacks including, two different Auto-PGD methods, Square
Attack [1], and Fast Adaptive Boundary (FAB) attack [8].
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Fig. 2. Processing image of time warp layer.

4 Random Warping Self-Ensemble (RWSE)

The proposed method has two main components. The first is the use of a pro-
posed random warping layer. The random warping layer is a layer that can be
included in the structure of a trained neural network. The purpose of the layer is
to randomly warp the time steps of the internal representation. Second, we use
networks with the random warping layer in a self-ensemble [25]. An overview of
the proposed model is shown in Fig. 1.

4.1 Random Warping Layer

Since the adversarial perturbation added to x is based on the specific gradient
of the loss given x, we propose a nonlinear random time warping layer in an at-
tempt to reduce the impact of the adversarial perturbations. The idea is that the
adversarial perturbations are specific to the gradients of the network. By warp-
ing the internal representation, it is possible to disturb the alignment between
the perturbations in the input and the attacked gradients. At the same time, we
aim to only warp in the time dimension enough to disturb the alignment without
affecting the overall accuracy.

The proposed random warping layer is based on the time warping data aug-
mentation technique [34], but unlike data augmentation, the time warping occurs
within the first fully-connected layer of the network. The input features of the
random warping layer are treated as a time series and a time warping algorithm
is used to warp the time steps based on a smooth curve with I number of knots,
or:

XI:xT(l))"'7xT(t)7"')xT(T)ﬂ (1)

where 7(-) is a warping function defined by a cubic spline S(u) with knots u =
Uy, ..., Ui, .., ur. The magnitude of the knots u; are taken from u; ~ N(1,02).
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Fig. 3. A diagram of a self-ensemble method. Self-ensemble uses the same input with
the same model, and ensembles the results. However, due to a random factor in the
model, the output of each model is different for the ensemble.

Using the knots, the time steps z,(;) are moved. Then, the rest of the times steps
are resampled based on a smooth cubic spline-based curve.

The result is a warped time series with a smooth transition between the knots
as shown in the Fig. 2. This random warping layer is used between the convolu-
tion and the flattening before the first fully connected layer of the network. The
purpose of the random warping is to disrupt the adversarial perturbations. In
gradient-based adversarial attacks, adversarial perturbations are added to the
data in the original input space. However, due to the warping within the rep-
resentation, the gradients specific to the input no longer correspond directly to
the input elements. Furthermore, while warping is occurring, the characteristics
of the local features of original data remains intact.

During training, any standard temporal neural network can be used and the
random warping layer is only used during testing. The neural network can be
any architecture as long as the features are represented structurally for the fully
connected layer (i.e. the model does not remove the spatial information using
Global Average Pooling).

4.2 Self-Ensemble

Ensemble methods combine multiple different classifiers to form the prediction.
By combining multiple predictions, the robustness can be increased over any
of the single classifiers [11]. Furthermore, ensemble methods have been shown
to help defend against adversarial attacks [31]. To have a meaningful ensemble,
classifiers should be able to produce different predictions from each other. In
order to do this, ensemble methods can be constructed using different classifiers
or models [21] or models can be constructed using bagging [3].

However, using multiple models increases the computational requirements.
Having multiple models means that each model must be trained and the weights
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stored. Consequently, self-ensemble methods were proposed. self-ensemble meth-
ods are methods that use a single classifier but with added randomness to create
distinct predictions. The previous self-ensemble methods use test time Gaussian
noise within the networks [31, 25].

The random warping layer adds test time randomness which allows for the
proposed method to utilize self-ensembling. This is because given the same
trained network, different predictions is possible. Specifically, during testing,
the same input is fed to the RWSE N number of times. Each time, the ran-
dom warping layer randomly warps the time steps of the features and a slightly
different prediction will be obtained.

Finally, as shown in Algorithm 1, the output of each prediction is summed,
or:

N
7 = argmax (Z fn(x)> , (2)

where f,, () is the post-softmax output of the network and x is the input that
may or may not be attacked. It should be noted that we use the addition of the
outputs instead of voting like some ensemble methods.

Algorithm 1 Random Warping Self Ensemble

1: function RWSE(x)
2: sum < 0
for n=1,N do
9n < DNNgw (x)
sum < sum + Yn
end for
§ < argmax(sum)
return g
end function

10: function DNNgw(x)

11: z < f(x) > Feature Extraction Layers (e.g. Convolutional Layers)
12: W4 UL, Uiy e gy ~ N(L, 02)

13: T+ S(u) > Cubic Spline
14: 7'« clip(r(1),...,7(t),...,7(T),0,T)

15: 7z Zrl(1)y ey Bl (t)y -+ 5 27! (T)

16: z' + FC(z) > Fully Connected Layers
17: Un < softmax(z’)

18: return ¢,

19: end function




8 Yamashita and Iwana

5 Experimental Results

5.1 Datasets

To evaluate the proposed method, experiments were conducted on five datasets,
ElectricDevices [10], FordA [10], InsectSound [6], Right WhaleCalls [7], and Fruit-
Flies [13]. The datasets were selected as time series datasets that had sufficiently
large training sets suitable for neural networks and that represent a range of sig-
nals and time series.

Table 1. Comparison of the Datasets

Dataset Type Class Length Train Test
ElectricDevices [10] Device 7 96 8,926 7,711
FordA [10] Sensor 2 500 3,601 1,320
InsectSound [6] Audio 10 600 25,000 25,000
RightWhaleCalls [7] Audio 2 4,000 10,934 1,962
FruitFlies [13] Audio 3 5,000 17,259 17,259

5.2 Architecture and Settings

In the experiments, a temporal CNN is used as the backbone for defense methods.
This temporal CNN consists of four 1D convolutions, each followed by batch
normalization [17], rectified linear unit (ReLU) activation, and max pooling. The
first block has 64 filters, and the subsequent blocks have 128 filters. Following the
convolutional layers, two fully connected layers are used. The first fully connected
layer comprises 512 nodes with ReLU activation, while the second serves as the
output layer with a number of nodes equal to the number of classes and softmax
activation. Between the two fully connected layers, dropout with a probability
of 0.5 is applied.

To train all networks, we use the Adam optimizer [19] with an initial learning
rate of 0.001. The network is trained for 10,000 iterations with a batch size of
256. A single CNN is trained, and six test sets (original test set, test sets with
AutoAttack, FGSM, BIM, PGD, and CW attacks) are used. The trained CNN
is used with defense methods only during testing.

5.3 Adversarial Attacks

For the adversarial attack methods, we used AutoAttack, FGSM, BIM, PGD,
and CW. As for the hyperparameters, FGSM and BIM have a maximum distor-
tion of € = 0.2, while for BIM and PGD use a step size of a« = 0.05 with I = 10
iterations.
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Table 2. Accuracy (%) Without Attacks

Method ElectricDevices FordA InsectSound RightWhaleCalls FruitFlies
No Defense 67.2 93.9 76.6 87.0 96.4
Input Noise 65.3 93.9 77.2 87.0 96.4
RSE 56.0 93.6 55.6 86.9 93.6
TTA 62.9 91.9 72.9 87.3 96.5
Median Filter 45.0 93.9 68.7 73.2 95.9
RW (Proposed) 67.4 95.2 74.7 85.9 96.1
RWSE (Proposed) 67.4 94.9 76.0 85.6 96.7

5.4 Defense Methods

To evaluate the proposed method, we compare it to similar methods to defend
against adversarial attacks. The following models were used in the evaluation:

— No Defense: This trial is the original CNN that is attacked by the adversarial
attacks.

— Input Noise: This evaluation adds Gaussian noise to the input in an attempt
to cancel the adversarial noise [31]. A standard deviation of ¢ = 0.15 was
used for the noise.

— Random Self-Ensemble (RSE): Adapted from an image-based defense method,
RSE [25] adds a noise layer after every convolutional layer in the CNN. For
the self-ensemble, five networks are used. For the experiments, a standard
deviation of o = 0.15 was used.

— Test Time Augmentation (TTA): TTA [30] is an ensemble of networks with
each network using a different augmentation method during test time. To
match the proposed method and RSE, five networks in the ensemble is used.
The inputs of the five networks are the original time series features, jittering,
magnitude warping, time warping, and window warping with the parameters
suggested by Iwana and Uchida [18].

— Median Filter: The median filter is a smoothing filter that removes noise by
taking the median of a sliding window. In the experiment, the filter size was
set to 3.

— Random Warping (RW): Random Warping uses the proposed random warp-
ing layer but no ensemble. This trial demonstrates the benefits of self-
ensembling. The time warping path is defined by a smooth cubic spline-based
curve with four knots with random magnitudes with a o = 0.2.

— Random Warping Self-Ensemble (RWSE): RWSE uses five networks with
random warping layers and ensembles the results through addition.

In all of the evaluations, a normal CNN is used for training. The defense methods
are only applied in the testing step.

5.5 Results

Accuracy in the no-attack case is shown in Table 2. Ideally, defense methods
should not decrease the accuracy of the unmodified test set in the ideal case.
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Table 3. Accuracy (%) Under Adversarial Attacks

Method ElectricDevices FordA InsectSound RightWhaleCalls FruitFlies
Under FGSM Attack
No Defense 46.4 59.2 50.0 22.5 66.5
Input Noise 46.5 63.7 41.2 22.9 66.7
RSE 44.7 63.7 41.2 22.9 71.6
TTA 48.1 63.9 52.2 44.9 74.1
Median Filter 38.3 60.5 48.7 32.5 68.8
RW (Proposed) 47.8 63.9 52.2 44.9 76.1
RWSE (Proposed) 48.1 72.6 56.1 57.5 75.9
Under BIM Attack
No Defense 35.8 50.5 20.3 21.8 57.8
Input Noise 36.0 51.4 21.0 22.4 58.0
RSE 40.8 57.5 31.4 21.8 64.7
TTA 38.8 56.0 29.5 38.5 68.3
Median Filter 324 52.1 35.2 27.3 61.1
RW (Proposed) 37.5 62.9 324 48.0 67.9
RWSE (Proposed) 37.8 63.6 32.7 50.5 67.7
Under PGD Attack
No Defense 33.6 50.5 18.7 22.1 57.0
Input Noise 33.9 51.1 194 22.3 57.1
RSE 39.8 61.0 30.7 21.9 63.8
TTA 37.9 56.1 28.4 38.2 67.8
Median Filter 30.6 52.1 35.2 27.4 60.5
RW (Proposed) 35.6 64.3 31.2 49.9 67.4
RWSE (Proposed) 35.7 64.7 31.9 51.4 67.3
Under CW Attack
No Defense 33.4 12.2 30.8 26.1 6.94
Input Noise 38.8 30.6 62.0 21.0 59.3
RSE 46.8 72.2 42.7 60.1 73.7
TTA 46.0 56.5 58.3 73.1 81.9
Median Filter 39.9 50.2 63.4 55.2 80.8
RW (Proposed) 46.6 80.3 63.6 81.0 86.1
RWSE (Proposed) 46.6 84.2 68.1 83.0 87.7
Under AutoAttack
No Defense 24.0 53.8 12.9 22.4 16.3
Input Noise 25.2 53.6 13.2 224 19.9
RSE 26.9 55.5 13.9 21.6 43.4
TTA 25.4 54.6 13.5 22.2 20.2
Median Filter 27.3 52.7 15.7 25.0 23.2
RW (Proposed) 244 56.7 16.4 49.5 50.4
RWSE (Proposed) 24.3 56.8 16.7 48.5 50.9

The experimental results show that the accuracy remains comparable to that
of the CNN under normal conditions. This is a good result, because in the
problem set, it is unknown whether an attack is taking place or not. Thus, it is
important to maintain the accuracy on normal data.
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Fig. 4. Confusion matrix of RSE and RWSE for dataset InsectSound under an FGSM
attack.

Next, we conduct AutoAttack, FGSM, BIM, PGD, and CW attacks, and
the results are shown in Table 3. All four sections of the table have the same
method, and for these sections, a robust method would close the gap between
the accuracy of the CNNs under attack and those not under attack. As a result,
for all attacks, all datasets show an improvement in accuracy with the proposed
method over the normal case. Overall, the proposed RWSE outperforms the
main competitor, RSE, for all datasets in each attack except ElectricDevices.
Furthermore, RWSE outperforms RW without the ensemble. This indicates that
the self-ensemble method also contributes to the improvement in robustness.
Attempts to remove the adversarial noise in the input space directly, such as
Input Noise and Median Filter, rarely improved accuracy by significant amounts
in normal conditions. These operations proved ineffective against adversarial
attacks.

5.6 Discussion

From the results shown in Tables 2 and 3, it can be concluded that the pro-
posed RWSE is effective as a defense method against time-series data, since it
can improve the accuracy against attacks while maintaining the original accu-
racy. In particular, the InsectSound dataset showed a significant improvement
in accuracy over the no-protection condition, and was more accurate than the
RSE of the competing method. The confusion matrices of RSE and the pro-
posed method RWSE for the FGSM attack are shown in Fig. 4 in the confusion
matrix of RSE, most of the model’s predictions output Class 2. On the other
hand, the RWSE confusion matrix shows a only slight increase in Class 2. This
shows one instance that warping instead of noise is better suited at disrupting
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Fig. 5. Example data from InsectSound for each attack and their predictions with
robustness measures.

the adversarial perturbations that would cause the network to overfit to Class
2.

Figure 5 shows the model predictions for each defense method for the attack
data. In comparison methods such as Input Noise, RSE, and TTA, the misclas-
sified results are nearly identical to the output of the no attack condition. This
indicates that processing in the input space alone leaves residual effects of the
attack. The importance of the warp layer inserted before the FC layer can be
seen in the reduction of the effect of the perturbation caused by the attack.

Next, in order to see the difference between the proposed RWSE and the
main competitor, RSE, we visualized the results by dividing them into those
that could be correctly classified only by RSE, those that could be correctly
classified only by RWSE, those that could be correctly classified by both, and
those that could not be correctly classified by either, as shown in Fig. 6. This
figure shows that the data that neither RSE nor RWSE could protect, were
generally shorter regions of interest in length. On the other hand, the cases that
had longer region of interests were correctly protected by the defenses. The data
that could be correctly classified using only RSE tended to be relatively short in
length, and the data that could be correctly classified using only RWSE included
data of various lengths. This indicates that while RWSE can handle a large range
of region of interests, the RSE model was able to handle smaller patterns slightly
better.

5.7 Limitations

The proposed method did not work well with ElectricDevices. For ElectricDe-
vices, the main competitor, RSE, was more accurate than RWSE for all attacks
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Fig. 6. Examples of data from InsectSound where models have been improved by RSE
or RWSE under a CW attack.

except the FGSM attack. ElectricDevices has unusually noisy Class 2 data. This
perturbation would have caused most of the data to be classified as class 2, which
would have prevented the proposed method from destroying the perturbation.
Another factor is the length of the data. As shown in Table 1, the ElectricDe-
vices data set is made of time series that are shorter than the other data sets.
In this experiment, all parameters in the warp layer were the same. Therefore,
the same warping process used for the short data set as for the other long data
sets may have resulted in a loss of original characteristics.

Adversarial attacks add noise to change the class. Therefore, the ensemble
may have contributed to erroneous output as a result of a large number of
data distributed near the class boundaries. By ensembling, a more generalized
prediction is possible.

5.8 Ablation

In this section, we examine the effects that the parameters have on the proposed
method. Specifically, we conducted experiments on the relationship between the
number of networks and accuracy in self-ensemble, and on the parameters of
random warping used in the proposed method.

First, we conducted experiments on the parameter ¢ in the time warping
process. This parameter corresponds to the degree of warp movement in the
time warp process. In other words, if ¢ is small, it is equivalent to warping to
data that is close to the adversarial data, so no improvement in accuracy can
be expected. Figure 7 shows the results of the experiment. For all datasets, the
lowest accuracy was observed for small values of o. After an upward trend, the
accuracy decreased again for larger values of o. Each attack had the highest
accuracy when o = 0.2 for all data sets. This indicates that o = 0.2 is the best
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Fig. 8. Accuracy of the ensemble with different number of networks.

for the time warp used in the proposed RWSE method, regardless of the attack
method.

Experiments were then conducted on the relationship between the number
of networks used in the RWSE self-ensemble and accuracy. Figure 8 shows the
results. The number of networks corresponds to RW when the number of net-
works is 1. Figure 8 shows that for each attack, the number of networks tends
to increase slightly up to 5, while it does not change much for larger numbers.
Although the ensemble method increased accuracy, the improvement in accu-
racy was small. This is because the ensemble method increases the confidence
of ambiguous data, such as those at class boundaries, by majority voting. The
ensemble did not function strongly because data distributed near the boundary
of another class in the feature space due to adversarial attacks were pulled back
to the original class domain due to the destruction of adversarial perturbations
by the time warp.

6 Conclusion

In this paper, we proposed a method to improve the robustness of time series
neural networks against adversarial perturbations, called a Random Warping
Self-Ensemble (RWSE). The RWSE uses a self-ensemble of networks with a
random warping layer. It does not require training models or parameters and can
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be easily incorporated into any already trained time series neural network that
contains a fully connected layer. To evaluate the proposed RWSE, we compared it
to other test-time defenses against five adversarial attacks, AutoAttack, FGSM,
BIM, PGD, and CW on five time series datasets.
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